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In this guide , We will learn to configure an IAM policy using which we can provide
access to an IAM user for a Specific S3 Bucket and/or folder within the S3 Bucket.
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What is IAM?

IAM stands for Identity and Access Management. IAM is a web service Which
provides authentication and authorization to the users and resources hosted in the
Amazon Web Service.

What is the IAM Policy?

We can manage access in AWS by creating policies and attaching them to IAM

identities such as users, groups of users, or roles and AWS resources.
A policy defines a permission which can be attached to the resources and the users.

When the IAM principal (user or role) makes a request, every time AWS evaluate
those policies. Permissions determine access and the policies are stored as JSON

documents.
Supported policy types:

e Identity-based

e Resource-based

e permissions boundaries
e Organizations SCPs

e ACLs

e session policies.

When you create an IAM user, you can choose to allow console or programmatic
access. If console access is allowed, the IAM user can sign into the console using a
username and password. Or if programmatic access is allowed, the user can use

access keys to work with the CLI or API.

Creating IAM Policy

The IAM policy that we are going to create grants full access for an IAM user to the
Single S3 bucket, so that he / she can manage the files and folders within the
specified S3 bucket.

Login to IAM Console.

From the navigation pane , Choose Policies
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There are two types of policies:

1. The policies that are managed by AWS are referred to as the AWS managed Policy.
2. The Policies that we create are called Customer managed Policy.

Let us implement an IAM policy which will grant an IAM user full access to that
specific S3 bucket.

For this tutorial , Let’s say you have the bucket named as singles3bucketaccess
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Bucket Name

To Create policy - Create policy , and click JSON.

https://zenesys.medium.com/grant-iam-user-access-to-only-one-s3-bucket-or-folder-using-iam-policy-6bd3043aeSbe 3/21



6/8/25,2:45 PM Grant IAM User Access to Only One S3 Bucket | Medium

[
™

i policy defines the AAS permissons that wou Can S<ign B0 & Leser, grou, of role. You can create and edt o polcy in the visusl sditor and wting JSON. Learm m

Visusd editor | JSON

*Wersion®: “2017-18-17°,
*Statensnt™: []
1

Create policy

In the JSON column, Remove the existing policy and add the below policies.

“Version”: “2021-10-17",
“Statement”: [

{

“Effect”: “Allow”,

“Action”: [
“s3:GetBucketLocation”,
“s3:ListAliIMyBuckets”

I

“Resource”: “arn:aws:s3:::*”
}

{

“Effect”: “Allow”,

“Action”: “s3:*”,

“Resource”: [
“arn:aws:s3:::singles3bucketaccess”,

“arn:aws:s3:::singles3bucketaccess/*”

1
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}
|
}

The first half of the IAM policy grants permission for an IAM user to list all the

available S3 buckets / S3 console.

The second half of the IAM policy grants permission for an IAM user to access all

the files and folders created within the S3 bucket : singles3bucketaccess.

Visusd editor JE0ON o Mg oy

"Version®: "Z042-38-177,
“htatement”: [
{

"Effect™: "allow”™,

“mction®: [
*s3:GetBucketLocation”,
"s3:LLSTAL LHyBuckers™

|

.
"REsouUrce”: Carnidwsisdiic®t

"Effect™: "Allew",
"ACRRONT: "al:
“Resource”: [
“arn:awsss3: o singlesibucketaccess”,
“arn:awsiEl i slnglesibucketaccess /="
1
}

1
}

S3 bucket

Instead of granting full access to the S3 bucket , We can provide specific access to a
S3 bucket action such as GetObject , ListJobs etc.

Click Next: Tags , Next: Review

Provide a name and click Create Policy.
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Review Policy

We have created the required IAM policy.

We can now assign this IAM policy to an IAM user so that he/she can access the

specified S3 bucket.

Also read: Creating EC2 Instances using Terraform

Creating IAM User & Assigning the IAM Policy

Now It’s time to attach the policy that we have created to an IAM user

To create IAM user - Choose Users
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Click Add user

Enter a name for the IAM user and choose the type of AWS access they require.

Set user details
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You can add multiple users at once with thee Sume access type and permissons. Leam mone

User name* | singles3bucketaccess

© Add ancther user

Select AWS access type

Select how these users will access AWS. Access keys and autogeneraled passwords ane provided in the last step. Learm more

Access type

Console password®
L]

Require password reset ||

Click Next: Permissions

As we already have created the IAM policy , Choose Attach existing policies directly

Programmatic access
Enables an access key 1D and secrel access key for the AWS AP, CLI, SDK, and
other development tools.

AWS Management Console access
Enables a password thal alows users o sagn-in 1o te AWS Management Console

Autogenerated password
Custom password

admrrrrerEen

Show password

User must create a new password at next sign-in
Users automatically get the LAMUserChangePassword pobey to allow them to change
Their own passwond

User details
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+ Set permissions

Copy permissions from E Attach existing policies

{
'A‘ Add user; 1o group b, cxisting user directly

Create policy

Set Permission

Search for the IAM policy which was created before and then select it.

= Set permissions

% ] . . Copy pemissons Trom Altach existing pobcies
:.‘..l"dlﬂ user o group et f.'?l-'.-|||||:'| R |.'||".‘\'p||:f'
Create palicy 4]

Filter policies - Q, single Showing 1 result
Policy name - Type Used as
b smgles3bucketaccess Cusiomer managed
Set IAM policy

Click Next: Review - Choose Create user

Once the user is created with the required permissions , With the help of Access
Keys or AWS Console (Depending on the access type assigned for that user), They
can manage the S3 bucket and the files and folders inside the bucket.

Attaching IAM Policy to IAM Role

The IAM Role acts as a medium between multiple AWS services.

Lets say , You have an EC2 instance which wants to communicate with the S3 bucket

to perform certain operations such as uploading and downloading files.

In this case , We will create an IAM policy with the required permissions and then
the policy will be attached to an IAM Role.

The IAM role which was created will then be attached to an EC2 instance to perform

S3 operations.

To Create an IAM Role , Login to the IAM Console.
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From the Navigation pane , Choose Roles.
Click Create role
Choose AWS service as trusted entity and choose EC2 as common use case

Create role o 21 (3) (=

Select type of trusted entity

i"‘" AWS service g Another AWS aceount e Web identity @ SAML 2.0 feceration

Aligws BWS services 1o perform actions on your behall, Leam more
Choose a use case
Common use cases

EC2
Allows ECZ2 instances 1o call AWS senices on your behalf

Lambda

Allpws Lambda functions 1o call AWS sepaces on your behalf

Create Role-AWS service

Click Next: Permissions
Choose the IAM policy that was created before
Create role : @ s

~ Attach permissions policies

Choose one or mone polcies 10 anach 10 your new node

Create policy =
Filter policies ~ @, single Showing 1 result
Policy name - Used as
r snglesibuckelactess Permissions policy (1)

Create permission

Click Next: Tags , Review and then enter the name for the IAM role and click Create

role.
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Create role 1 2 3 °
Review

Prowde the requred inflormation below and review this role belone you create it

Role name*  soglebucketaccess

Robe description  Allows EC2 instances 1 call AWS senaces on your behall

Trusted entities AWS Serace: &C2 AMAIOnNEs com
Policies Pobcwes il atached
Permissions boundary Permissions boundany is not St

No rags were added,

Create Review

This IAM role can be attached with the EC2 instances so that the Instances can
securely access the S3 bucket to perform S3 operations such as uploading and
downloading files.

Grant IAM user access to a folder in S3 bucket

Let’s set up a custom IAM policy which grants access to specific folders within the S3
bucket.

Use case : Let’s assume you have lists of users who want to upload and download

files from their respective folders within the S3 bucket.

In this case , We have to create a custom policy for each user allowing access only to
their respective folders.

The first section of the policy allows the users to access the S3 console and lists the
S3 buckets.

This is the minimum permission required for a user to access or list the S3 bucket.

Policy 1: List all the S3 Buckets

{
“Version”: “2012-10-17",
“Statement”: [

{
“Effect”: “Allow”,

https://zenesys.medium.com/grant-iam-user-access-to-only-one-s3-bucket-or-folder-using-iam-policy-6bd3043aeSbe 10/21



6/8/25,2:45 PM Grant IAM User Access to Only One S3 Bucket | Medium
“Action”: [
“s3:GetBucketLocation”,
“s3:ListAlIMyBuckets”
I
.

“Resource”: “arn:aws:s3:::*”

4

Next , The user should have the permission to list all the folders within the S3
bucket.

Policy 2: List Folders in S3 Bucket

Replace Bucketname and Foldername in the below policy

“Sid”: “Statement1”,

“Action”: [“s3:ListBucket”],

“Effect”: “Allow”,

“Resource”: [“arn:aws:s3:::Bucketname”],
“Condition”:{“StringEquals”:{“s3:prefix”:[“”,”Foldername”[}
}

b

Next is to create a policy which allows the user to list all the files within the folder.

You May Also Like: Tracking S3 Bucket Changes using Lambda Function

Policy 3: List Files in a Folder

Replace Bucketname and Foldername in the below policy

“Sid”: “Statement2”,

“Action”: [“s3:ListBucket”],

“Effect”: “Allow”,

“Resource”: [“arn:aws:s3:::Bucketname”],
“Condition”:{“StringLike”:{“s3:prefix”:[ “Foldername/*”[}}
2
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The Final policy is to provide actual permissions the users can perform on the files
within the Folder in a S3 bucket such as upload , download , delete etc.

Policy 4 : Permission to Manage Objects in S3 Folder

Replace Bucketname and Foldername in the below policy

“Sid”: “Statement3”,

“Effect”: “Allow”,

“Action”: [“s3:*”],

“Resource”: [“arn:aws:s3:::Bucketname/foldername/*”|
}

|

}

All the above policies can be merged into a single custom IAM policy and then it can
be assigned to a User, Role etc.

“Version”: “2012-10-17",
“Statement”: [

{

“Effect”: “Allow”,
“Action”: [
“s3:GetBucketLocation”,
“s3:ListAlIMyBuckets”

I

“Resource”: “arn:aws:s3:::*”
b

{

“Sid”: “Statementl”,

“Action”: [“s3:ListBucket”],

“Effect”: “Allow”,

“Resource”: [“arn:aws:s3:::singles3bucketaccess™],
“Condition”:{“StringEquals”:{“s3:prefix”:[“”,”folder1"[}}
2

{
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“Sid”: “Statement2”,

“Action”: [“s3:ListBucket”],

“Effect”: “Allow”,

“Resource”: [“arn:aws:s3:::singles3bucketaccess™],
“Condition”:{“StringLike”:{“s3:prefix”:[“folder1/*”[}}

b
{

“Sid”: “Statement3”,
“Effect”: “Allow”,
“Action”: [“s3:*”],

“Resource”: [“arn:aws:s3:::singles3bucketaccess/folder1/*”]

A policy gefings th AWS DEEMISSIONS hal you cAn RSSIQ I3 & USET, group, of ke, Wou oie crgaiy and o0t a polkcy in the visual edao! and using JSON, Learn mong

Visual adior JEOM i enanaged pokcy

“Version®: “I0a2-10-17°,
“sStatement®: [

“Effect®: “Allow”,

“Action®: [
“s3:CetBuchetlocation”,
"si:ListALiMyBuckets”

]I-
"RESQUISE™: “arhiimEisd:: e
}I
a1
"SdT: "Statementl”,
“Action”™: [“sk:ListBucker™],
“Effect™: “Allow",
“Resource™: ["arn:ews:sdiiisinglesibucketaccess®],
} “Condition® :{ " Stringbquals® :{“s3:preflx®:[*", “folder1™]})
“sld”: “statement?”,
“Actlon™: [“s3:ListBucioet™],
"Effect™: "Allow",
"Resource”: [Tarmiaasisll ) singlesibiacketacoess”],
“Condition” :{"Stringlike™: "3 prefia” [ “folder1/*~]}}
:
"sld™: "Statementl”,
"Effect™: "Allow",
“Retion™: ["s3:*°],
}' Resource”: [“srmzsws:sdiisinglesibucketacoess/folderl/**]
1
}

The Above policy grants an IAM user access to the files in a folder named folderl

within the S3 bucket named : singles3bucketaccess.
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